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Abstract—Applications using Transmission Control Protocol
(TCP), such as web-browsers, ftp, and various peer-to-peer (P2P)
programs, dominate most of the Internet traffic today. In many
cases, users have bandwidth-limited last mile connections to the
Internet which act as network bottlenecks. Users generally run
multiple concurrent networking applications that compete for
the scarce bandwidth resource. Standard TCP shares bottleneck
link capacity according to connection round-trip time (RTT), and
consequently may result in a bandwidth partition which does
not necessarily coincide with the user’s desires. In this work, we
present a receiver-based bandwidth sharing system (BWSS) for
allocating the capacity of last-hop access links according to user
preferences. Our system doesnot requiremodificationstothe TCP
protocol, network infrastructure or sending hosts, making it easy
to deploy. By breaking fairness between flows on the access link,
the BWSS can limit the throughput fluctuations of high-priority
applications. We utilize the BWSS to perform efficient video
streaming over TCP to receiverswith bandwidth-limited last mile
connections. We demonstrate the effectiveness of our proposed
system through Internet experiments.

I ndex Terms—Bandwith allocation, multimediastreaming, TCP.

I. INTRODUCTION

ESPITE THE recent explosion in availability of broad-

band Internet access, the majority of home users have
relatively small-bandwidth links in comparison with the sites
hosting desired content. For example, most ftp sites and web-
sites are hosted on connections which can easily exceed 45
Mbps, while the fastest downstream residential access is gen-
eraly limited to 1.5 Mbps. It is quite common for users to run
multiple networking applications on a single connection, and
the growing popularity of recent peer-to-peer (P2P) file-sharing
services such as Napster [1], KaZaA [2], and Gnutella [3] has
made this practice even more commonplace since they are
usually left running for the duration of the Internet connection.
Consequently there are many circumstances in which the last
hop link becomes a bottleneck resulting in congestion among a
user’s applications.
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The majority of traffic present on the Internet today is com-
prised of Transmission Control Protocol (TCP) [4] flows. Stan-
dard TCP does not provide any mechanisms for controlling the
bandwidth allocated to a particular flow, and two connections
which havethe same round-trip time (RTT) generally receivean
equal share of the bandwidth at aparticular bottleneck link. This
equitable sharing of bandwidth is desirable if the connections
belong to different users of a network, but it may not maximize
user satisfaction if the flows belong to the same user. It is con-
ceivablefor auser towant to prioritize different applicationsand
distribute bandwidth according to his or her preferences. Thisis
certainly the case when connectionswith different RTT co-exist,
because TCP favors short RTT connections, which can receive
amuch larger share of bandwidth at abottleneck link than flows
with larger RTT [5].

A common form of bandwidth allocationisto allow weighted
fair sharing of bandwidth among different applications. For in-
stance, auser may decide to set aside onefourth of the available
bandwidth for a P2P sharing application, another fourth of the
bandwidth for an ftp download, and to allocate the remaining
bandwidth for web browsing. However, there are casesin which
an application requires a minimum guaranteed bandwidth allo-
cation regardless of current link capacity. Multimediastreaming
applications are a prime example of such applications, since
they generally require constant playout at a particular rate, and
are senditive to fluctuations in the received rate. Many online
games also have strict minimal bandwidth requirements for ad-
equate usability. These applications can suffer from severe per-
formance degradationsif they fail to receive aminimum desired
bit-rate. Henceit may bedesirableto specify aminimum bit-rate
for these applications regardless of the total link capacity, and
to perform weighted sharing of any remaining bandwidth. This
approach is the one envisioned in this paper.

Inthiswork, we present an entirely receiver-based bandwidth
sharing system (BWSS) which achieves the aforementioned
prioritization and weighted sharing of bandwidth among a
receiver's TCP flows with a common bottleneck. In most
practical situations, this bottleneck is the last hop link for
user access to the Internet. Our approach does not require
any modifications to the network infrastructure or assistance
from the sender. The proposed solution is fully compliant with
standard TCP senders, and since it only requires receiver-side
modifications, it is easily deployable. Our work is primarily
focused on long-lived TCP connections such asfile transfer and
multimedia streaming. There are two main contributions of our
work. Thefirst oneisa TCP Flow Control System (FCS) which
achieves a particular target bit-rate for a given TCP connection,
by controlling the receiver’s advertised window. The second
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contribution is a bandwidth-sharing system (BWSS), which
uses the FCS to share the link bandwidth between different
flows according to user preferences.

An additional interest of our work is to dispel the notion
that TCP is aways unsuitable for multimedia streaming. We
focus on the common practice of streaming video to receivers
whose last mile connections to the Internet are bandwidth lim-
ited. Since standard TCP shares bandwidth according to RTT,
it may not provide streaming applications with the necessary
bit-rate they need to function properly. We utilize the BWSS
to address this shortcoming of TCP to perform efficient video
streaming. The BWSSallowsauser to break fairnessamong her
own flows, and to partition bandwidth in an application-specific
manner. Hence, the BWSS can be used to eliminate throughput
fluctuations in TCP, which are detrimental for streaming ap-
plications. It is our claim that by using the BWSS to control
the throughput of a streaming application using TCP, we can
achieve efficient video streaming without resorting to UDP. This
can be quite beneficial for the situations in which streaming ap-
plications are forced to use TCP to accomodate user firewalls.
Furthermore, we contend that if there is congestion which is
restricted to the user’s access link, then by breaking the fair-
ness among a user’s TCP connections, it is possible to provide
higher throughput for streaming applicationsthan by using UDP
streaming with a TCP-friendly protocol.

The rest of the paper is organized as follows. In Section 11,
we discuss relevant prior work. In Section I1l, we present
an overview of our receiver-based system. In Section IV, we
present a detailed description of the FCS for a single TCP
connection. Thiscontrol systemisused by the BWSS discussed
in Section V. In Section V1, we present a Linux implementation
of our proposed system and the results of various Internet
experiments. We discuss areas for further investigation and
conclude this paper in Section VII.

II. RELATED WORK

There has been extensive research in Fair Queuing [6] sched-
uling policies to allow bandwidth allocation at routers [7], [8].
PacketShaper [9] is a hardware solution which can provide
bandwidth allocation and management for service providers.
However, these solutions all require changes to the network
infrastructure, and thus have not seen widespread deployment.
The use of these mechanisms to support individual user pref-
erences would result in additional state at the routers, leading
to scalability problems. Updating these preferences would
also result in additional router management issues. Our BWSS
achieves prioritization and weighted sharing of bandwidth
among a receiver's TCP flows by controlling the receiver's
advertised window without any modifications to the network
infrastructure.

There has been some prior work on providing service dif-
ferentiation for TCP flows through modification of either the
advertised window or the delay in ACK packets. The authors
of [10] share our goals of providing an entirely receiver-based
mechanism to prioritize TCP traffic, and they leverage the re-
ceiver’s advertised window in order to achieve differentiation.
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Their work primarily focuses on reducing queuing delays at
the receiver for interactive applications, and on providing more
bandwidth for short data transfers al at the expense of long-
lived flows. Their proposed scheme all ocates a minimal window
of 1 to al long-lived flows, which works on low-bandwidth
modem links, but may limit throughput on faster connections.
Our approach differs because our goal is to achieve a desired
weighted bandwidth partition, as well as to target a minimal
rate for certain applications. Furthermore, our system adjuststo
congestion, while their approach requires explicit knowledge of
the link capacity in order to alocate buffer sizes. The authors
of [11] propose adjusting the receiver’ s advertised window at a
web cache to achieve proportional fairness among flows. Their
work does not adapt the window to congestion and does not ex-
amine the time scale needed for accurate bandwidth estimation.
The authors in [12] use the advertised window to limit the rate
of TCP video traffic on aVPN link between a video server and
proxy servers. Authorsin[13] proposedelaying TCP ACK mes-
sages at the endpoints of a connection in order to reduce band-
width. The fundamental goal is to reduce congestion related
gueuing and timeouts at routers in order to support streaming
applications.

The Congestion Manager (CM) [14] framework is similar to
our proposed BWSSinthat it seeksto share avail able bandwidth
among a set of flows. However, while our proposed BWSS runs
on areceiving host, the CM isdesigned to run on the sender side.
The sending host takes priorities into account to all ocate band-
width among flows that have the same destination. Thus, the
allocation of resources is performed between the set of flows
accessing the same given server. Meanwhile, our system con-
sidershandwidth allocation among all theflowsreaching agiven
receiver, regardless of the senders. Typically, it allocates re-
sources among different applications, independently of the ac-
cessed server.

Another focus of our work isthe possibility of efficient video
streaming over TCP. There have been several recent proposals
which challenge the long-held belief that TCP is unsuitable for
streaming applications. The authors of [15] provide a qualita-
tive argument for the possibility of multimedia streaming using
TCP. They notethat client-side buffering can handle both there-
transmission delays, and congestion control induced throughput
variations, of TCP. Another technique proposed for streamingis
Receiver-based Delay Control (RDC) [16], in which receivers
delay TCP ACK packets based on router feedback. The authors
of [16] mimic a constant bit rate (CBR) connection using RDC
and also propose a layered streaming method. In contrast, our
approach leverages our proposed BWSS to provide a nearly
CBR connection for the video stream, without any changes to
routers or sending hosts. Time-lined TCP [17] is a proposal
to support streaming over TCP by assigning deadlines to data
passed to the TCP/IP stack in the operating system, and skip-
ping any data which is past its deadline. Similarly, TCP-RTM
[18] involves modifications to both the TCP sender and receiver
which allow “stepping over” missed packets, thus avoiding the
negative impact of TCP retransmissions. Our approach requires
no modificationsto the TCP protocol, or to senders. Futhermore,
our method may be combined with approaches such as Time-
lined TCP or TCP-RTM to provide guaranteed throughput for
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Fig. 1. Receiver-based system for bandwidth sharing (BWSS).

a TCP connection, in addition to the real-time performance en-
hancements of these protocols.

IIl. SYSTEM OVERVIEW

We now provide an overview of our receiver-based solution
for sharing link bandwidth according to user preferences. There
are two objectives of our proposed system: to achieve full uti-
lization of the receiver’s access link, and to satisfy user prefer-
ences regarding how the bottleneck bandwidth should be shared
among different applications. A formal definition of these goals
is provided in Section V. Since we do not assume any a priori
knowledge of the receiver's link capacity, the full utilization
of the link simply refers to the aggregate throughput achiev-
able by the flows when operating under standard TCP. Our goal
is to use as much of the link bandwidth as standard TCP, but
in a distribution which matches user preferences. The essential
idea behind our system is to constrain the throughput of cer-
tain low-priority flows to provide additiona bandwidth, if pos-
sible, for higher-priority flows as specified by the user’s pro-
file. It is important to note that although our system breaks
fairness among a receiver’s TCP connections, it is still fair to
competing TCP traffic from other users. Thisis because the re-
ceiver’ sadvertised window can only constrain the sender’ s con-
gestion window.

A block-diagram of our proposed system is shown in Fig. 1.
The main building block of our system is the FCS, which can
constrain the rate of a given TCP connection to a particular

target bit-rate. Asshownin Fig. 2, theinput to the FCSisthe de-
sired target bit-rate, while the output is the required advertised
window to achieve the desired target rate. The FCSis an itera-
tive three stage process which consists of measuring the actual
bit-rate of aflow, calculating the difference between the actual
and target bit-rates, and then adapting the receiver’ s advertised
window to achieve the desired target bit-rate. As we describe
in Section IV-B, both the period of adjustment and the time
scale used to measure the rate depend on the estimated round
trip time of the connection. Given the FCS, a naive approach to
the problem would be to simply measure the maximum achiev-
ablereceiver link bandwidth, and to cal culate thetarget bit-rates
for the different FCSs according to the weights assigned to each
application by the user. While this approach would certainly
achieve the goal of matching user preferences, it may not nec-
essarily achieve full link utilization since certain flows might
belimited by network bottlenecks, maintaining their throughput
below the desired target bit-rate. Such network bottlenecks mo-
tivate the need for our proposed BWSS, which determines the
appropriate target bit-rates for the FCSs, based on user prefer-
ences and network measurements, to ensure full utilization of
the receiver’s access link.

The overal working of our system can be described as fol-
lows. Assuming N TCP flows, their actual rates are measured
and input to the “& Calculation Subsystem,” which determines
the system target bit rate, denoted by o. In essence, o represents
the sum of target bit-rates allocated to different flows. Asshown
in Fig. 1, given ¢ and the external user-preferences, the Target
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Rate Allocation Subsystem, further described in Section V-A,
determines the target bit-rates for the different FCSs. Since o is
responsible for the FCS target bit-rates, it is indirectly respon-
sible for the actual throughput of these flows, and consequently
it determines the overall link utilization, which is simply the
sum of the actual rates. The ¢ Calculation Subsystem measures
the actual aggregate throughput of the connections in order to
determine the optimal value of o, which achieves full link uti-
lization. Specifically, the system usesincreases and decreasesin
the aggregate throughput to guide corresponding increases and
decreasesin ¢. These calculation mechanisms are explained in
more detail in Section V-B. We now describe each component
of our current BWSS implementation, beginning with the FCS.

IV. TCP FLow CONTROL SYSTEM (FCS)

TheFCSaimsto maintain aparticular bit-ratefor agiven TCP
flow. Itsinput is the desired target bit-rate, while the output is
the TCP advertised window needed to achieve the desired target
rate. Thesystemisonly effectiveif thedesired rateis achievable
under the flow’ s TCP congestion window. Our proposed system
takes atarget bit-rate as input, and measures the bandwidth and
RTT of theflow. It continuously adaptsthe receiver’ s advertised
window to achieve this desired target rate. We now present the
algorithm used by the FCS to achieve the desired target bit-rate.

A. FCS Algorithm Description

The goa of the regulation process is to bring the actual rate
R of the flow to within a fraction « of the target rate 7', i.e.,
Re[(1—a)T,(1+ «)T]. Wewill refer to « asthe rate slack,
and the corresponding interval for R asthedesired interval. The
regulation process employs the receiver’s advertised window,
w, to control R. Our agorithm assumes an advertised window
expressed as an integer number of packets, and packets of equal
Size, psi.e. Inthe actual implementation, the advertised window
issimply an integer multiple of the advertised TCP maximum
segment size(M SS), and most packets are usually one MSS in
size. Another constraint on our system isthat the window value
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must be greater than zero, which follows from the fact that we
must ensure that some datais transferred during each RTT.

Let ps;.. be the size, in bits, of each packet sent, and RTT
be the estimated average round-trip-time for the flow. We will
discuss exactly how RTT is estimated in the next section. Given
these parameters, our proposed regulation process assumes the
following model for the rate 2 of a TCP flow:

W Psize

~ RTT @)
Theinitialization stage followsfrom thismodel. Let 7" be the
desired target rate for the flow. The regulation process begins by
settingwto (T - RTT) /psize,1.€,w — (T - RTT)/psize. The
regul ation process then proceedsin an iterative manner with the
estimated bandwidth measurement serving as a guide for fur-
ther refinements in the advertised window. These refinements
require aknowledge of the impact on R of agiven changein w.
The changesin R due to a change in w is calculated by differ-

entiating (1), giving

AR Dsize
Aw  RIT’ @)

Before describing the steps of the FCS agorithm, we now
outlineits strategy. The goa isthat, after arapid initial conver-
gence, the FCS progressively stabilizes around the desired rate.
In practice, the FCSrapidly entersastateinwhich R < 7. Then
the advertised window is progressively increased, until R isin
the desired interval. Asdetailed in Fig. 3, the FCS works asfol-
lows:

1) If the measured rate Ris within a
fraction «, the rate slack, of the de-
sired rate 7, i.e., R € [(1 - &)T,(1 + )77,
then no action is taken.

2) If R > (1+ )T, then the systemhas to
reduce R by decreasing w, subject to the
constraint that w > 1. Hence, (2) is used
to conpute the necessary adverti sed w ndow
decrease Aw/, i.e.,

R-T R-T
Aw RTT
This process continues until either T is

achieved or the rate R falls bel ow the
target T.

3) If R < (1 — &7, then we increase w
using (2) to determne the Aw which wll
lead to the desired AR. To stabilize the
system we limt the anmount of change in
w that can occur during any single ad-
justment by multiplying Aw by 3, the sta-
bility factor, which nmust be less than
one and has been set to 0.7 in our experi-
nents. Hence, incorporating the stability
factor, we have

T—R T-R
Aw" = {5' _T&??_J = {5' Beze J'

A RTT

(4)
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Fig. 3. TCP flow control system (FCS) agorithm.

Since we do not want to stay in a state
for which R < (1 — «)T, the value of w is
i ncreased by at |east one. In other words,
w 1S increased by max(Aw’,1).

After any change in the advertised window, the system waits
for the change to have an impact on the throughput, before per-
forming a new adjustment. An estimate of the RTT and an ac-
curate measurement of flow bandwidth are also important for
reasonabl e performance of the FCS. These issues are discussed
in detail in the following section.

B. Measuring Flow RTT and Bandwidth

To calculate the RTT of each packet at the receiver, we em-
ploy the TCP Timestamp option [19]. Our proposed system uses
the TCP smoothed RTT value, s_rtt, as an estimate of the av-
erage RTT for a given flow.

Accurate bandwidth estimation isacrucial component to en-
sure convergence and stability of the FCS, and is dependent on
RTT as outlined below. Our system estimates R at the end of
successive bandwidth-estimation periods, denoted by ¢.1 The
minimum possible value for ¢ is one RTT, which would en-
sure fast convergence. However, since RTT may fluctuate and
we want to ensure a reliable measurement of R, we set ¢ to
twice the RTT value. The estimation of R relies on an expo-
nentially-weighted moving average, which works as follows.
Let R, be the number of bytes received per unit of time over
the bandwidth-estimation period ¢. Let ¢ be the exponentia
average parameter; the rate estimation is adjusted as follows:
R — e¢- R+ (1 — €)R,.2 After an adjustment of the adver-
tised window, past estimations of R become irrelevant. In that
case aweighted average makes no sense, and R issimply set to
R. The new bandwidth-estimation period begins when the ad-
vertised window adjustment becomes effective, i.e., at least one
RTT after window adjustment at the receiver.

The last major characteristic of the FCS that needs to be dis-
cussed isthe frequency of adjustment of the advertised window.

n al experiments, ¢ = 2 - RTT.
2In our experiments e = 0.3, though the exact value is not important

After an adjustment, we have to wait for the change to be effec-
tive before considering the next adjustment. The time to wait,
, is bounded based on two observations. First of al, the last
change hasto take effect in the system, which requiresthat ¢ be
greater than one round trip time. Second, the bandwidth mea-
surement has to be relevant. So, the minimum value for ¢ is
dictated by ¢ > RTT + ¢. However, in order to ensure areli-
ablethroughput estimationwe set ¢ > R11'+3-¢. By chosing
this value we allow enough time for the window adjustment to
have an effect on throughput, and on a long enough period to
compute areliable average throughput. Thislatency inherent in
the operation of the FCSisactually quite beneficial with respect
to the BWSS. Aswill be further explained in Section V-C, the
fact that thereis some lag in the FCS response to changing net-
work conditions allows the BWSS to determine the beginning
and end of network congestion.

V. BANDWIDTH SHARING SYSTEM (BWSS)

In Section IV, we have shown that a TCP receiver is able to
limit the throughput of a connection below itsregular TCP rate.
In this section, we consider the case of several TCP flowstermi-
nating at the same receiver, which share a common bottleneck.
Our purposeis to allocate the bottleneck bandwidth among the
contending TCP flows according to the receiver’s preferences.
The principle behind the system consists of constraining some
flows in order to improve the throughput of others based on
prespecified user preferences. Obvioudly, constraining aflow’s
throughput is only warranted if the receiver's other flows are
able to take advantage of the constraint. The goa of our pro-
posed system is to match user preferences while ensuring full
utilization of the receiver’s link capacity. In the following sec-
tions we first formalize the receiver’'s preferences in terms of
priorities among the flows. Our proposed system, outlined in
Section V-B, guarantees an optimal partition of the bandwidth
within a bottleneck shared by all of the receiver's TCP con-
nections. Typically, this situation is encountered when the last
hop link to the receiver is the bottleneck. This system does not
guarantee an appropriate partition of bandwidth for abottleneck
shared by only a strict subset of the flows. However, in such
a bottleneck, a flow destined for a given receiver is likely to
be aggregated with a large number of flows belonging to other
users, and hence any bandwidth made available by constraining
a flow is shared among these competing flows. To deal with
cases where a strict subset of the receiver flows share a bottle-
neck with little or no external aggregation, we have devised an
alternative bandwidth sharing system, but omit the discussion
of that more complex system due to its longer time for conver-
gence, and to the fact that such a bottlenecks are unlikely in a
real network.

A. Target Rate Allocation and Receiver Preferences

Receiver expectations for aTCP flow are likely to depend on
the application using the connection. For example, streaming
applications are only viable above some bandwidth threshold,
and for a given precoded content at a fixed bit-rate, the percep-
tual quality does not significantly improve when the TCP band-
width increases. Meanwhile, afile transfer application does not



have a strict minimal bandwidth requirement, but benefits from
additional bandwidth. In order to capture the essence of such
application preferences, we assign a priority, a minimal rate,
and a weight to each TCP connection destined to the receiver.
These parameters relate the receiver expectations in terms of
bandwidth allocated to each connection. First, the minimal rate
should be provided to every connection, in decreasing order of
priority. Then, the remaining bandwidth should be shared pro-
portionally to the weight of the connection. This formulation
capturesthe possihility that areceiver might prefer to starve low
priority connections in order to improve higher priority ones.
Thisis certainly desirable when sharing the bandwidth among
all the connections makes it impossible to run any application
well. It aso captures the idea of weighted fair sharing of band-
width between viable applications.

We have previously outlined how the FCS can achieve a de-
sired bit-rate for a given connection. We refer to the throughput
which the FCS aims to achieve, by adapting the receiver’s ad-
vertised window, as the target bit-rate for a flow, or simply the
target rate, 7. As mentioned in Section Ill, the Target Rate
Allocation Subsystem (TRAS) uses the system target bit-rate
o, dong with user preferences, to determine the target bit-rate
for each FCS in the BWSS. The value o represents the total
target bit-rate allocation for the entire system, which must be
distributed among the different flows in the system. ¢ is set by
the ¢ Calculation Subsystem, discussed later in Section V-B,
which takes actual network measurementsinto account in deter-
mining its value. Let us assume there are NV flows in the band-
width-sharing system, and let 7} bethetarget rate of the i*"* flow.
For the set of 1V flows, denote {7 }o<i«n to bethe set of target
rates. Once ¢ is set by the o Calculation Subsystem, it is used
by the TRAS to derive the target bit-rates, T;, for each of the
flows, subject to the constraint

N-1
Y Ti=o (5)
1=0

Note that there are many {7; } which satisfy (5), and we refer
to any such set of target bit-rates for the flows destined to the
receiver as areceiver partition. We now introduce the concept
of adesired partition. A desired partition, much like a receiver
partition, refersto the target rates and not to the actua rates. In-
tuitively, a desired partition represents the receiver partition for
agiven o, which also matches user preferences. Whilethere are
many possiblereceiver partitionsfor agiven o, thereisaunique
desired partition. The TRAS cal cul atesthe desired partition cor-
responding to its input o. We now provide a formal definition
of the desired partition. Let p;, m;, and w; be the priority, the
minimal rate, and the weight of the ¢*"* flow, respectively. The
definition of the desired partition depends on whether al flows
have been provided with their minimal rate.

In the first case, we assume that the minimal rate has been

satisfied for all flows and thus o > "7 "m;. In this case,
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any remaining bandwidth should be shared among the flows ac-
cording to their respective weights. More formally, in this case,
{T; Yo<i<n isadesired partition if Vi

N—1
o= >, my
j=0
= ©)
> Wi
j=0

T =m; +w; -

Note that (o — E]N:_Ol m;) represents the amount of remaining

bandwidth after all flows have been provided with their min-
imal requirements. Furthermore, w; / Z]N:_Ol w; represents the
amount of this remaining bandwidth which should be addition-
aly allocated to the i** connection.

In the second case, we assume the minimal bandwidth re-
quirements cannot be met for all flowssinceo < >, m;. Then
the bandwidth is allocated in decreasing order of priority and
up to the minimal rate of each flow. There will be certain flows
which receive less than their minimal rate, and some may even
be completely starved. Let us assume that a flow with a larger
priority value has a higher priority, and that the flows are ar-
ranged in strictly decreasing priority, thus p;, > p;,Vi < j.
Then {T; }o<i<n isthe desired partition if Vi

i—1
T; = min (mi,max (0, o— ij>> . @)
=0

Theformulationin (7) statesthat in the desired partition, each
flow will have its minimal rate met in accordance with its pri-
ority. Thus the most important flow will have its minimal re-
quirement met, if possible, and any remaining bandwidth will
be allocated to the next highest priority flow, continuing until
the entire sum, o, has been utilized. One flow will have a target
rate between 0 and itsminimal rate, whilethe remaining flows of
lesser priority will haveatarget rate of 0 assigned by the system.

We conclude this discussion with the concept of an optimal
partition. An optimal partition is a set of target rates together
with o, resulting in actual rates that best fit the receiver prefer-
ences while fully utilizing the receiver’ s link capacity.

B. o Calculation Subsystem Overview

Before delving into the details of the o Calculation Sub-
system, we provide a brief recap of our receiver-based system,
depicted in Fig. 1. Recall that for a given o, the target rate
for each flow ¢, T;, is computed by the Target Rate Allocation
Subsystem (TRAS). These 7; are input into the appropriate
FCS for the different flows, which compute the advertised
window values to achieve 7;. Let R, be the actual measured
bit-rate of the ¢*"* flow. Furthermore, let the link utilization, U/,
be the sum of the measured actual bit-rates, i.e., letl/ = 3. R;.
Since the 7; are computed by the TRAS, they aways match
user preferences. Thus the main goal of the o Calculation
Subsystem is to choose ¢ to fully utilize the link capacity, i.e.,
to maximize U.

The relationship between o and the resulting values of link
utilization, U, isshown qualitatively in Fig. 4. Asseen, for small
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values of o, U grows monotonicaly as ¢ increases. However
once the link is fully utilized, as depicted by link capacity in
Fig. 4, further increasesin ¢ will not resultin anincreasein link
utilization. In Fig. 4 we denote ¢;4.,; t0 correspond to a value
of & resulting in the set of actual rates which best matches user
preferences, subject to the constraint that U/ is maximized, i.e.,
subject to the constraint that we have full utilization of the link.
Asshown in Fig. 4, choosing ao < ;qeq resultsin under-uti-
lization of thelink. Whileselecting o > ¢;4.4; doesnot resultin
improved link utilization, since U is maximized for this value;
rather it causes the system to relax constraints placed on lower
priority flows, and causes the system to degenerate toward clas-
sical TCP operation in which priority is determined by aflow’s
RTT rather than user preferences. Given these observations re-
garding the effects of modifying &, we can now more precisely
restate the goal of the o Calculation Subsystem. The goal isto
find 0;4cq:, the smallest o, which achieves full link utilization.
After initial convergence to the optimal o value, the & Calcu-
lation Subsystem is passive and only changes ¢ when network
conditions change. The basic approach used by the ¢ Calcula-
tion Subsystem to achieve ;4.4 IS t0 Use measured increases
and decreases in U to guide corresponding increases and de-
creasesin o. We discuss this process, and the guiding rationale
behind it, in further detail in the following section.

C. Reactive o Calculation Subsystem Details

Upon startup, the BWSS enters an initialization phase in
which it estimates the total available receiver bandwidth by
releasing the constraints on al the flows and setting o to
this value. In other words, o is initialized to the aggregate
throughput of all flows under regular TCP, without the BWSS
in effect. Since some of the flows might be limited by network
bottlenecks, this initial partition does not necessarily provide
full link utilization. Consequently, the system progressively
increases o until further increases of ¢ do not result in any
corresponding increases in the aggregate throughput of the
connections, at which point full link utilization has been
achieved. This initialization phase ensures convergence toward
full link utilization while matching user preferences for the
bandwidth partition. After this step, o has achieved its optimal
value for the current network conditions. The goa of the
reactive o Calculation Subsystem is then to adapt the o value
to changing network conditions. To cope with the possibility
that the reactive system misses a change in network conditions,
periodic reinitialization of the system is performed to guarantee
convergence on along time scale.

The design of the reactive system relies on two fundamental
observations. first, when congestion affects aflow, the measured
throughput of the flow decreases; second, when congestion sub-
sides, the measured throughput increases. The latter statement
is true even if the FCS controls the throughput of a particular
flow. Congestion for a given flow is marked by an increase in
the router queues along the path to the sending host, resulting in
alonger RTT and consequently smaller measured throughput.
When congestion subsides, these router queues drain, resulting
in a decrease in the affected flow’s RTT and consequently an
increase in the measured throughput for the flow. Hence, the
measured throughput increases whenever congestion subsides,

TCP

Link Utilization (U)

under—utilized

ideal

Fig. 4. Link utilization as a function of .

even if the sender window does not change. Similarly, the mea-
sured throughput decreases at the onset of congestion, even if
the window is held constant. The inherent latency of the FCS,
i.e., thefact that the FCS cannot instanteously adjust the window
and hence flow throughput to match the target value, allows the
reactive o calculation system to detect changing network con-
ditions.

Assuming that the initial ¢ value is optimal for the initia
network conditions, the previous observations about congestion
have been used to guide the increase and decrease of & when
congestion appears or subsides in the network. There are two
different forms of congestion that the system must respond to:
congestion which only affects a particular flow, and congestion
which affects the entire access link. The system must be able
to distinguish these two cases, and respond accordingly when
congestion subsides. We will now examine the BWSS response
to these two cases in more detail.

If there is congestion which affects a particular flow, the
BWSS measures a throughput reduction for this flow, and
responds by allocating additional unused bandwidth from
this flow to other connections. Specificaly, if the measured
throughput for aflow isbelow afraction, -, of itstarget bit-rate,
T*,then s isincreased by (1—+~)-7*.3 The BWSS keepstrack
of aflow that experiences congestion, and when the measured
throughput increases and becomes larger than + - 7, signalling
the end of congestion, o is set to the new measured aggregate
throughpuit.

To distinguish congestion which affects a particular connec-
tion from that which affects the entire access link, the BWSS
uses a simple heuristic. If the throughput of at least half of the
connections have been reduced below + - T, where T repre-
sents the target rate of a given flow, then the BWSS concludes
that the congestion affects the entire access link, and responds
by reducing ¢ to the measured aggregate throughput. After con-
gestion subsides, the BWSSis ableto measure anincreasein the
aggregate throughput. Thisincreasein the aggregate throughput
hints at the end of the congestion, and the BWSS responds by
setting o to the new measured aggregate throughput.

The reactive system makes the assumption that the o value
is optimal for the current network conditions, and provides
a mechanism able to adapt « as a function of instantaneous
changesin the measured throughput of receiver flows. However,
some of these changes may only be observed for a short period

3In our experiments, v = .8



of time after a change in network conditions. For example,
when congestion affecting a particular flow subsides, there is
a measurable increase in the throughput due to the decrease
in RTT. However, after some time, the FCS is able to adjust
the advertised window to reduce the flow’s throughput to its
target rate. Hence, if the system misses theinitial instantaneous
increase in the flow’s throughput, then it might remain in a
suboptimal state. The periodic reset of the BWSS is needed
to ensure that the system does not stay in such a suboptimal
state on a long time scale. The purpose of the re-initialization
is to ensure long term convergence by re-synchronizing the
system to the optimal o value, in case the reactive system did
not appropriately handle changing network conditions. A reset
of the BWSS causes the system to enter the initialization phase
described in Section V-C. During the initialization phase the
BWSS rel eases the constraints on the connections and progres-
sively increases o until full link utilization has been achieved.
Thefailure of the reactive system cannot be completely avoided
due to biased bandwidth measurements for receiver flows
caused by inherent loss-related TCP fluctuations.

D. Evolution of the BWSS

An initial version of our proposed system was presented in
[20]. That version of the BWSS was tested using both NS-2
simulations[21] and real Internet experiments. Additional oper-
ational experience with the initial BWSS implementation over
the Internet provided valuable lessons which guided our cur-
rent implementation. Specifically, our current implementation
has abandoned much of the complexity of our origina proto-
type in [20] and provides better performance in addition to its
simpler design. We now highlight some of the differences and
the rational e behind these changesin order to provide the reader
with a more complete picture of the approaches that have been
investigated.

The earlier version of our system in [20] used an FCS which
utilized delay in TCP ACK packets, in addition to modifying
the receiver’s advertised window, to control the throughput of
a given connection. Further simulations revealed that adding
delay wasonly useful in rare circumstances, e.g., in caseswhere
there was a high degree of required precision in achieving the
target bit rate. In addition, due to the constraints of our user-
space Linux implementation, it was not possible to delay TCP
ACK packetsin Internet experiments. Our discussion of the FCS
in this paper does not incorporate delay of ACK packets due to
the limited utility of this feature.

In addition, the previous ¢ Calculation Subsystem proposed
in [20] converged to the optimal value for o by iteratively in-
creasing and decreasing ¢, and measuring the impact of these
changes on the actual measured throughput of different connec-
tions. While this iterative approach demonstrated convergence
for awide range of network topologies and scenarios, it suffered
from along convergencetime, limiting its utility for multimedia
streaming applications. The o Cal culation Subsystem described
inthispaper isableto adapt to changesin flow throughput much
more rapidly, and hence is better suited for our target applica-
tions.
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VI. INTERNET EXPERIMENTS

In this section, we present results obtained with the proto-
type of our proposed flow control system (FCS) and bandwidth
sharing system (BWSS), implemented for the Linux operating
system. We first highlight relevant implementation details and
then present experiments using the prototype over the actual In-
ternet, both for simple TCP bandwidth partitioning and for real-
istic video streaming scenarios. Notethat all the graphs provided
in this section have been drawn on a short time scale. Thisisto
highlight the fast reaction capabilities of our system. A conse-
guence of the use of a short time scale isthat the periodic reset,
performed on alarger time scale, typically afew minutes, only
appearsin the form of the initialization phase at system startup.

A. Linux BWSS Implementation |ssues

Both the FCS and the BWSS have been implemented as a
shared library, libvstcp. In libvstcp we override the connect()
and read() functions from the C standard library, libc, in order
to provide the desired functionality of the FCS and BWSS. We
provide more detail about the exact changes in these functions
later in this section. Any application using the BWSS must
preload libvstep beforelibc using theLD_PREL OAD environ-
ment variable. Since the BWSS must maintain state information
for al of the connections in the system to operate correctly, we
share state information between the different library instances,
which are loaded by the networking applications, using the
shared memory inter-process communication (IPC) facilities
provided in linux. As previously stated, libvstcp overrides two
libc functions: connect() and read(). In the connect() function,
any TCP application obtains a pointer to the BWSS data struc-
ture and “registers’ itself with the system using its process
ID (PID). The registration process involves initiadizing data
for this new connection and returns a pointer to the FCS data
structure which has been alocated for this connection. The
libvstep read() function calls the libc read() function in order
to determine the number of bytes which would be returned to
the calling application. This measurement is used to update the
bandwidth calculations for the FCS and to make any needed
changes to the advertised window in order to meet the desired
target bit-rate. The setsockopt() system call is used to set the
receiver socket buffer size, and hence the advertised window, to
an integral multiple of the TCP advertised maximum segment
size (MSS). Thus the FCS rate adjustment process for the
application is carried out during the read() function call. The
different phases of the BWSS, such as increasing the system
target bit-rate o, are also carried out during the read() function
call. Due to the sharing of state information using the shared
memory segment, it is possible to make a change in the BWSS
in one application and observe the impact of the change during
the read() function call in another application. We use the
smoothed TCP RTT estimate, s_rtt, as our estimate of the
average RTT for the FCS. The 2.4.x version of the linux kernel
allows a user-space application to obtain the s_rtt associated
with a TCP socket using the getsockopt() system call with
the TCP_INFO parameter. In certain cases when the traffic
is primarily one-way, as is the case in some ftp connections,
s_rtt may be unavailable. Thuswe also obtain an RTT estimate
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Fig. 5. Bandwidth partition for Internet experiments with BWSS. Results are obtained by averaging three runs. (a) Experiment 1 demonstrating the ideal case.
(b) Experiment 2 demonstrating link bandwidth reduction at time 40; (c) Experiment 3 demonstrating bandwidth redistribution.

using the fping [22] program, which relies on Internet Control
Message Protocol (ICMP) echo requests.

B. Methodology and Results for BWSS Experiments

We now present the methodology and results of experiments
conducted with actual Internet hosts designed to demonstrate
the operation of the BWSS under a variety of conditions.
The experiments consist of FTP downloads of FreeBSD SO
images from the different ftp servers. The receiving host
running the BWSS, Vonnegut is a PC workstation running
Mandrake Linux 8.1 with kernel version 2.4.8-26, located
in the eecs.berkeley.edu domain. Since Vonnegut is actually
connected to the Internet through a fast connection, we utilize
the NIST Net [23] network emulation package to emulate a
slower Broadband connection, which serves as our access link
bottleneck. NIST Net employs a Linux kernel module to buffer
incoming packets to limit the bandwidth of the connection, and
to introduce delays which reflect a slower Internet connection.
We use NIST Net to limit our overall incoming throughput
to 960 Kbps and to introduce an additional delay of 30 ms,
which models the performance of a 1 Mb/s Broadband Internet

connection, such as that provided by DSL and Cable-Modem
Internet Service Providers (1SPs).

We use the throughput seen by the different applications, as
well asthe aggegate throughput asour performancecriteria. The
throughput received by the different applicationsis measured by
athroughput measurement library which recordsthetimestamps
and sizes of packets read by the different applications. We per-
form three trials of each experiment, and graph the average of
these runsin al of our figures.

1) Experiment 1 — The ldeal Case. This experiment
demonstrates the ability of our system to appropriately allocate
bandwidth to flows according to user preferences in scenarios
with nearly constant access link bandwidth. We assign weights
of 1, 2, and 3 to hosts ftp13.freebsd.org, ftpl12.freebsd.org, and
ftpl4.freebsd.org respectively, and do not assign any minimum
rate, resulting in a bandwidth distribution according to weight.
During the initial 40 s, we alow standard TCP operation,
and as shown in Fig. 5(a), al flows have the same measured
throughput. At time 40 s, we start the BWSS, and as shown
in figure, the prototype achieves the expected weighted flow
throughput.
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Fig. 6. Sample run for Experiment 2: (a) BWSS bandwidth partition and (b) corresponding advertised window.

2) Experiment 2 — Link Bandwidth Reduction: The fol-
lowing experiment investigates the ability of the BWSS to
adapt to an overall reduction in the link capacity. This is ac-
complished by generating UDP cross traffic which is not under
the control of the system. We assign weights of 1 and 2 to
hosts ftp13.freebsd.org and ftpl4.freebsd.org, respectively. No
minimal rate is set, so the flow priority is not relevant. At time
40 s, a 320 Kbps UDP stream, terminating at the receiver host
is started from another host located in the eecs.berkeley.edu
domain. The UDP traffic, generated using the Real-Time
UDP Data Emitter (RUDE) [24], lasts for 40 s. The average
throughput results over the 3 experimental runs are shown in
Fig. 5(b). These results demonstrate that the system is able
to maintain weighted fair bandwidth sharing during the time
period when the link capacity is reduced. It is also able to
recover the appropriate weighted partition and utilize the entire
link capacity as soon as the UDP cross-traffic flow stops. In
addition, we show the measured connection throughput and
advertised window for the FCS for a sample run of this experi-
ment in Fig. 6(a) and (b) respectively.

3) Experiment 3 — Bandwidth Redistribution: This experi-
ment is designed to show that the experimental prototype can
appropriately redistribute bandwidth allocated to high-priority
flows when their throughput is reduced, for example due to
prolonged congestion. We send video packets from our video
source, hill.cs.ucr.edu, at a rate of 496 Kbps in the form of
62 1 KB packets/s . The video client and server are the same
as that used in Section VI-C2. There is a concurrent FTP ses-
sion to ftp13.freebsd.org which occurs at the same time as the
streaming. We assign ahigher priority to the video stream and a
minimum rate of 496 Kbps. From time 40 sto 100 s, the video
stream reduces its rate to 160 Kbps, or 20 1 KB packets/s, to
simulate external congestion affecting this particular connec-
tion. AsshowninFig. 5(c), thevideo stream initially receivesits
desired minimal rate, but during the period whenit is congested,
the additional bandwidth is allocated to the lower priority ftp
connection. The “dip” in total bandwidth that occurs around 45
sisdueto the delay required for the BWSSto determinethat the
high-priority flow isaffected by congestion, which is not caused

by the low-priority flow. When congestion subsides at 100 s, the
video stream is once again allocated its desired minimal rate.

C. Sreaming Experiments

To demonstrate the efficacy of video streaming over TCP
using the BWSS, we have performed experiments using the
Internet as our network testbed. We first discuss the experi-
mental setup in more detail. We then discuss an experiment
which demonstrates the benefits of streaming using the BWSS
over standard TCP. Finally, we describe an experiment which of -
fers an example of a situation in which the BWSS offers better
performance than both a TCP and a congestion-adaptive UDP
protocol, using a popular video streaming application for our
tests. Specifically, we compare the streaming performance of
video encoded in SureStream Real Video format streamed using
TCP, TCP with the BWSS, and UDP.

1) Experimental setup: All streaming experiments involve
a particular video source, located in the eecs.berkeley.edu do-
main, and two FTP sources sending datato Vonnegut. At some
point during each experiment, cross-traffic is sent from a dif-
ferent source, located in the eecs.berkeley.edu domain, to Von-
negut, creating congestion on the access-link. The interfering
cross traffic is created using RUDE. It is important to note that
the BWSSisunableto control theinterfering cross-trafficin any
manner.

2) Comparison of standard TCP and TCP with BWSS The
first experiment is intended to demonstrate the inadequacy of
streaming over standard TCP, and the benefits for streaming
applications offered by the BWSS. In this experiment, we send
video packets from our video source at a rate of 496 Kbps in
the form of 62 1000-byte packets/s. This is nearly equivalent
to streaming video at 500 Kbps, which is now a common
streaming rate used by both Windows Media Player [25] and
RealOne Player [26]. There are two concurrent FTP sessions
to ftpl0.freebsd.org and ftpl2.freebsd.org which occur at the
same time as the video streaming. Furthermore, 30 s into the
experiment, a 320 Kbps interfering UDP cross-traffic stream is
introduced and lastsfor 30 s. For this experiment, the following
parameters are used for our BWSS: each FTP connection is
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Fig. 7. Comparison of video streaming using TCP and BWSS. (a) TCP bandwidth partition, (b) BWSS bandwidth partition, and (c) fraction of late packets.

assigned no minimal rate, and a weight of 1, while the video
stream is assigned a minimum rate of 496 Kbps and a weight
of 0 and a higher priority than the FTP connections. This
corresponds to the desire for the video to stream at 496 Kbps
and to split any remaining access-link bandwidth among the
FTP flows.

As shown in Fig. 7(a), while standard TCP is able to main-
tain the streaming rateinitially, it is unable to sustain the needed
rate when congestion occurs on the access-link. Thiswould re-
sult in poorer video quality at the receiver due to frame drops,
or apause in the video to alow additiona “re-buffering” of the
video stream. Meanwhile, Fig. 7(b) demonstratesthat the BWSS
is able to maintain the desired streaming rate by appropriately
reducing theratefor the FTP connectionswhen congestion takes
place. To quantify the benefits of streaming using the BWSS
over standard TCPR, in Fig. 7(c) we plot the fraction of packets
arriving late at the receiver as a function of the number of sec-
onds of prebuffering. Using the BWSS reduces the amount of
required prebuffering by afactor of four. We note that thisfactor
would be even larger if the congestion period had lasted longer.

3) RealVideo Sreaming Experiments. We now demonstrate
that streaming with TCP and the BWSS can offer better perfor-
mance than a congestion-adaptive UDP protocol. We conduct

an experiment in which we stream a trailer for the movie The
Lion King encoded using RealNetworks's SureStream* tech-
nology. SureStream technology, supported by RealNetworks's
Helix Producer [27], supports encoding of the video stream
a multiple bit-rates, and dynamically switches between the
different encoded streams based on the available bandwidth.
The trailer is encoded to support severa different bit-rates:
450 Kbps, 350 Kbps, 262 Kbps, and 60 Kbps. We choose to
use SureStream technology since it is representative of the
standard industry approach being taken by streaming media
applications to address the congestion control deficiencies
of UDP. Note that TCP-friendly streaming protocols must
react to congestion by reducing the sending rate regardless of
whether the congestion takes place in the network or at the
user's access-link. The BWSS, on the other hand, is aware of
the other TCP connections running on the user’s host, and is
able to break the fairness among these flows, without adversely
affecting external flows, in order to obtain additional bandwidth
for high-priority applications, such as video streaming.

We have installed a basic version of the Helix Universal
Server [28] at the video source used for streaming the trailer.

4SureStream, Helix Producer, Helix Universal Server and Real One Player are
trademarks of RealNetworks, Inc.
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Fig. 8. Comparison of SureStream streaming using TCP, UDP and BWSS. (a) TCP bandwidth partition, (b) UDP bandwidth partition, and (c) BWSS bandwidth

partition.

In addition to the streaming of the trailer, we have also exe-
cuted two concurrent FTP sessions to ftp12.freebsd.org and
ftp13.freebsd.org. At time 60 s, we introduce a 240 Kbps inter-
fering UDP flow which lasts for 40 s. As shown in Fig. 8(a),
the TCP SureStream flow is unable to maintain the necessary
throughput for streaming at 450 Kbps. We observe that with
TCP, the SureStream technology does not try to switch to the
350 Kbps encoding when the throughput decreases. The lack of
available bandwidth causes many skipped framesand a“jerky”
quality to the received video.

Meanwhile as Fig. 8(b) shows, with UDP, the SureStream
technology is capable of effectively streaming at 350 Kbps?,
but does not switch to the 450 Kbps stream until the conges-
tion has subsided at approximately 100 s into the experiment.
Thisisevidenced by the risein throughput for the video stream
at 110 s and the switch from the 350 Kbps stream to the 450
Kbpsstream is confirmed by the Real Oneclient. Thethroughput
of the RealOne client using TCP with the BWSS is shown in
Fig. 8(c). The video streaming connection is assigned a higher

5The Helix Universal Server streams video at a faster rate than its encoded-
rate whenever possible, most likely to fill the receiver’'s buffer to deal with
varying network conditions. This phenomenon is shown in Fig. 8(b) where the
server sends the 350 Kbps encoded stream at 400 Kbps

priority than the FTP applications and has a minimum rate of
520 Kbpss As shown in Fig. 8(c), the BWSS is able to ensure
that the RealOne client has enough bandwidth to effectively
stream the trailer at 450 Kbps, despite the introduction of the
interfering cross-traffic. The average streaming rate for this ex-
periment for TCP, UDP, and TCP with the BWSS are 354 K bps,
442 Kbps, and 488 Kbps respectively. These results confirm our
initial claims that the BWSS can provide better streaming per-
formance than standard TCP, and in certain situations, can actu-
aly provide superior performance to congestion-adaptive UDP
protocols.

VI1l. CONCLUSIONS

We observethat in many caseslast-hop accesslinks areabot-
tleneck due to their limited bandwidth capacity. In such situa-
tions, the throughput for different TCP flows is determined by
their RTT and may not coincide with the user’s desires. In this
work we haveinvestigated abandwidth-sharing system (BWSS)
for TCP connections. The BWSS allows a user to specify the
distribution of the accessbandwidth to different flowsand works

SEven though the highest encoded bit rate is 450 K bps, we choose 520 Kbps
to be the minimum rate in order to accomodate the Helix Universal Server
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without changes to the network infrastructure or sending hosts.
It has been demonstrated, through real I nternet experiments, that
our systemisableto match user preferenceswhile achieving full
utilization of the access link in many different scenarios.

Another contribution of our work is the examination of
the utility of the BWSS in facilitating efficient multimedia
streaming over TCP. The BWSS allows prioritization of video
streaming connections by providing them with additional band-
width when necessary. The BWSS achieves this prioritization
by breaking the fairness among a user’'s TCP connections in
a manner unavailable to TCP-friendly UDP protocols, which
must ensure fairness with all competing TCP traffic, regard-
less of the destination. Our Internet experiments have shown
that streaming with the BWSS offers superior performance
to streaming with standard TCP aone. Futhermore, we have
demonstrated situations in which streaming using the BWSS
can offer better performance than even congestion-adaptive
UDP streaming protocols.

A natural question to ask is whether the BWSS can possibly
be extended to incorporate both UDP and TCP flows. This fu-
turedirection of research | eadsto somechallenges. For example,
while TCP offers an application-independent manner of con-
trolling the flow bandwidth by restricting the user’ s advertised
window, UDPtrafficisinherently application specific and offers
no similar control knobs. Moreover, while our BWSS does not
modify TCP in any manner that leads to unfairness with com-
peting TCPtraffic, great care must be taken when operating with
UDP flows to ensure that they remain TCP-friendly. One pos-
sible approach isto create a virtual pipe for the UDP traffic by
restricting the TCP traffic to some fraction of the overall band-
width. Hence it may be possible to set aside 500 Kbps for a
particular UDP streaming application and to restrict the user’s
competing TCP traffic to the remaining avail able bandwidth so
that it does not interfere with the UDP stream.

In the future, we intend to explore different techniques to
generalize the BWSS to provide a complete end-host solution
to allow application-specific bandwidth allocation regardless of
the underlying network protocol.
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